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The General Data Protection 
Regulation (GDPR) is a new  
EU law that comes into effect  
on 25 May 2018. It introduces 
a number of significant 
changes that businesses  
of all sizes need to be  
aware of and prepare for.

Over the last number of months, the Small Firms Association has received a growing 
number of GDPR queries from our members. Many small businesses feel overwhelmed 
by what they have heard about GDPR and by the amount of work that is seemingly 
required to become compliant. 

With this publication, the SFA, as a membership organisation and a service provider, is 
responding to the needs of the small business sector in Ireland. This publication gives 
practical guidance on how your business can get GDPR-ready. With the help of four case 
studies, we provide you with a step-by-step guide to GDPR that uses only the minimum 
amount of jargon, is practical, shows opportunities as well as challenges and hopefully 
takes the fear element out of this new legislation.

In addition to this SFA GDPR guide, we have set up a dedicated members’ GDPR 
helpline (which you can reach on 01 605 1668), introduced a new GDPR advice section 
on our website (www.sfa.ie/advice) and we offer our members practical help through 
workshops and webinars. 

Please get in touch with any questions you may have. We are here to help.

Sven Spollen-Behrens
SFA Director

Foreword
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Section 1: 
Setting the scene

What is GDPR?
The General Data Protection Regulation (GDPR) is a new EU law that comes into effect 
on 25 May 2018. It will apply across all EU member states, including Ireland. The GDPR 
protects the privacy rights of individuals and places further requirements on organisations, 
whether they are in the public, private or voluntary sector, to safeguard individuals’ personal 
data that they collect, use and store.

The GDPR reforms EU rules on data protection. Many existing regulatory concepts on data 
protection will be retained, but there will be significant changes under the GDPR that require 
consideration and advance preparation by small businesses.

This document aims to provide some guidance to small businesses preparing for GDPR.

Who does GDPR apply to?
GDPR requirements apply to organisations and individuals, including small businesses, 
that process personal data. The Irish Data Protection Commissioner (DPC) has stated that, 
“Every company is now a data company…. GDPR is a game changer.”

What is personal data?
Personal data is any information related to an identified or identifiable living individual (referred 
to as a ‘data subject’). This definition not only includes names, addresses and other factors 
specific to the identity of the individual but also online identifiers such as an IP address and 
location data. Data that identifies customers and employees are examples of personal data. 
This includes email addresses, including corporate e-mail addresses with individual names.

What is special category (sensitive) data?
‘Special categories of personal data’ are specific categories of personal data related to 
a person’s profile: race or ethnicity; political, religious or philosophical beliefs; sexual life 
or sexual orientation; health; genetic or biometric data; criminal record; or trade union 
membership. There are additional requirements for the protection of special categories of 
personal data by organisations.
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What is data processing?
‘Processing of personal data’ can cover the many different uses of personal data (in either 
electronic or physical format), including: collecting, recording, storing, adapting, using, 
disclosing and deleting data. Therefore, an organisation is ‘processing’ personal data, if it 
stores the personal data of customers or employees electronically or in hard copy.

GDPR covers personal data held either electronically or physically – this includes physical 
files, emails, Customer Relationship Management (CRM) systems, images or recordings  
of individuals.

What if I only process personal data  
for other organisations?
The GDPR applies to both ‘data controllers’ and ‘data processors’. A data controller is a 
person/company/other body who, either alone or with others, controls the contents and  
use of personal data. 

A data processor is a person/company/other body who processes personal data on behalf 
of a data controller but does not include an employee of the data controller who processes 
such data during the course of his/her employment.

Why does GDPR matter?
EU public sentiment towards enhanced data protection is strong1 - this public sentiment 
is reflected in the provisions of GDPR. Therefore, GDPR is not only about safeguarding 
rights and compliance; it is also about meeting the expectations of the general public and 
marketplace in our increasingly digital age.

The GDPR provides for greater sanctions for non-compliance:

n	 Data protection authorities (DPAs) have wider powers to enforce compliance – 
including a suspension of data processing activities

n	 Significant administrative fines of up to €20 million or 4% of global annual turnover, 
whichever is higher, apply

n	 Individuals may sue organisations for material and non-material damage suffered 
because of a breach of the GDPR

n	 Depending on their responsibilities, data controllers and processors may be jointly and 
severally liable for damage caused to individuals by a breach of the GDPR

The benefits of complying with GDPR include:

n	 Meeting customer/employee expectations on data privacy rights

n	 Enhanced reputation as a trusted partner

n	 Improved organisational and technical processes in relation to data processing 
activities and data security. Positive spill-over effects for organisation

Disclaimer
This guide is not exhaustive and is not intended as definitive analysis or legal advice or 
otherwise on the compliance with GDPR. SFA/Ibec reserves the right to update this 
guidance as the implementation of GDPR progresses.

1. European Commission (2015) Eurobarometer Report 451 – Data Protection
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Section 2: 
How to implement 
GDPR

Transparency, security and  
accountability are important
GDPR safeguards the rights of individuals in relation to the processing of their personal data 
by organisations and other individuals. Businesses must adopt appropriate organisational 
and technical controls to prevent, reduce and manage the risks posed by their data 
processing activities to individuals’ rights. GDPR emphasises that businesses must:

n	 Be transparent in communicating their data processing activities to  
(1) individuals who provide their personal data to the business and  
(2) the Data Protection Commission

n	 Be secure in processing personal data

n	 Be accountable. Businesses must not only ensure compliance with  
GDPR requirements but must also demonstrate that compliance
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01Step 1. Plan and resource  
your GDPR response

Action 1: Assign responsibility and 
resources to implementing GDPR
Ensure that someone or some team within your organisation takes responsibility for driving 
data protection compliance and has the knowledge, organisational support, resources and 
authority to do so effectively. Depending on your organisational context and resources, 
a practical approach is to establish a cross-functional project team, with management 
support, that reflects the business functions that: 1) interact with individuals’ personal data; 
and 2) have responsibility for technical or organisational measures that enable data security. 
External data protection advice may be necessary. 

Action 2: Consider if you need a Data 
Protection Officer (DPO)
Under GDPR, all public authorities are obliged to appoint a DPO. Private sector organisations 
must appoint a DPO if, in their main business, they carry out:

n	 Regular and systematic monitoring of data subjects on a large scale

n	 Large scale processing of special categories of personal data (e.g. sensitive date)

Guidance from the Article 29 Working Party (an advisory group containing representatives of 
EU member states data protection authorities and the European Commission) indicates that 
a DPO would be considered necessary where:

n	 A bank, financial services company or insurance company collects, uses and stores 
personal data of customers in the regular course of business

n	 A data analytics company, working for a city council, collects, uses and stores the 
travel data of individuals using a city’s transport system via travel cards

n	 A company uses personal data to target advertising via search engines based on 
people’s online behaviour

The guidance indicates that a DPO would not be considered necessary where:

n	 A small local business sends its clients an advert once a year to promote its services

n	 An individual physician (GP) collects a patient’s personal data

Businesses that require a DPO, or choose to appoint a DPO must allocate an adequate 
budget, whether they decide to recruit internally or externally. As GDPR makes clear that 
DPOs must have sufficient expertise, independence and security of tenure, businesses must 
appoint suitable candidates for the role.

Once appointed, the DPO will report to the Board/senior management and will serve as the 
contact point for data subjects and the DPC. The DPO role is to monitor compliance and 
advise the organisation on data protection.

The DPO can also play an important role in assisting with an organisation’s implementation 
of GDPR. However, GDPR compliance is ultimately the responsibility of the organisation as 
either a data controller or processor. Therefore, management and organisational commitment 
is essential to the successful implementation of and compliance with GDPR 
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Further guidance on DPOs:

n	 European Article 29 Working party: ec.europa.eu

n	 DPC: grprandyou.ie

Section 2: How to implement GDPR / continued

Case study: Data protection audit  
and data retention policy
A small business providing consultancy services to a wide range of businesses in 
Ireland has been in operation since 2002. The business has three primary business 
functions: employee relations, finance and sales. It has its own in-house payroll and 
marketing department. However, some of the data processing associated with the 
company’s data storage, IT security and web functions are outsourced to an external 
services company. 

To prepare for GDPR, the consultancy is carrying out a data protection audit. The 
audit will involve reviewing and mapping out all of the personal data it currently holds 
and processes. They will examine and document personal data in accordance with 
the below guidance of the DPC:

n	 What are the categories of personal data (e.g. employees’ and customers’ 
personal data) and elements of personal data (e.g. addresses) held across the 
organisation? Does the organisation process special categories of personal data? 

n	 How did they obtain the personal data?

n	 What is the reason for the data processing?

n	 What is the justification or legal basis for the organisation’s data processing 
activities? For example, is it consent, contractual or a legal obligation?

n	 How long will they retain the personal data?

n	 How secure is the personal data? Do they encrypt data? Do they restrict 
access to data?

n	 Do they ever share the personal data with third parties and on what basis 
might they do so?

Takeaway 

n	 Compliance is the responsibility of the business and 
not solely the DPO

n	 Appoint a DPO if required

n	 Where a DPO is not required, businesses must 
ensure that someone manages the implementation 
of, and ongoing compliance with, GDPR and that 
they are fully supported by senior management

Action 3: Do a data protection audit - 
measure your risk to manage it
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Further considerations from data protection audits
(i) Secure any transfers of personal data to third parties
Outsourcing activities should form a key part of a data protection audit. If a business transfers 
or intends to transfer an individual’s personal data to a subcontractor who provides external 
data processing services (e.g. cloud computing storage), the outsourcing contract must 
address GDPR requirements and clearly set out the responsibilities and liabilities of all parties.

If an organisation transfers or intends to transfer an individual’s personal data outside of  
the EEA (e.g. transfer to a subcontractor who provides cloud storage services and who 
intends to store the data in the USA) an approved transfer mechanism must be in place.  
The approved transfer mechanism must guarantee an adequate level of data protection. 

Examples of EU-approved transfer mechanisms include: the EU-US Privacy Shield,  
EU-approved model contracts and binding corporate rules.

Further guidance on cross-border data processing:

n	 DPC: gdprandyou.ie/cross-border-processing/ 

(ii) Know the legal bases of your data processing:
The legal bases for processing personal data include: 

n	 Consent of the individual (data subject) who provided the personal data

n	 Processing is necessary for:

• Performance of a contract to which the data subject is a party

• Compliance with a legal obligation to which the data controller is subject

• Protection of the vital interests of the data subject or another individual

• Performance of a task carried out in the public interest or in the exercise  
of official authority

• Legitimate interests of the data controller unless such interests are overridden by the 
interests or rights of the data subject
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Case study: Acquiring consent  
for direct marketing purposes
An Irish online gift retailer sells a variety of gifts to customers worldwide. It has been 
in operation since 2008. Its business is driven solely through its web presence 
and digital marketing activities. It has invested heavily in web security technologies 
including SSL encryption. To process credit card payments, it uses a US-based 
credit card payment facility. It uses automatic profiling based on customer spending 
activities on its website.  

The retailer is reviewing its digital marketing activities in line with GDPR and has 
identified the following issues:

1) It relies on consent for direct marketing activities

2) It needs to update its consent notices in line with GDPR requirements

3) It needs to update its privacy policy

4) It is unable to verify the documented consent from a large portion of customers, 
many of whom continue to receive regular newsletters and other mailings

To carry out the above actions in relation to consent, the retailer will need to create 
new consent notices, using plain language that is easy to understand for all service 
users. The request for consent should not be bundled with other information.

An example of a clear, affirmative request for consent could state the following:

“I consent to receive emails about your products and special offers o”

“I do not consent to receive emails about your products and special offers o”

Section 2: How to implement GDPR / continued

For employers, employee consent is unlikely to be regarded as being freely given because  
of the imbalance of power which can exist between employer and employee. Employers  
will, therefore, need to rely on one of the other bases outlined above for the majority of  
their employee data processing. 

GDPR provides for different legal bases for processing special categories of personal data. 
Businesses must, therefore, also identify and document the legal basis for processing such 
categories of personal data. The legal bases for processing special categories of personal 
data as set out in the GDPR and the Data Protection Bill 2018 include:

n	 Explicit consent of the data subject

n	 Processing is necessary for:

• Exercising rights and obligations arising from employment or social welfare law

• Insurance and pension purposes

• Use in legal advice and legal proceedings

Companies that rely on consent, for example for direct marketing purposes, must ensure 
that consent must be “freely given, specific, informed and unambiguous”. Crucially, consent 
may be withdrawn at any time. Silence, pre-ticked boxes or inactivity will not constitute 
consent. Rather, active consents – such as opt-in boxes – will be required under the GDPR 
and more than one may be needed where the data will be used for more than one purpose.  
Furthermore, consents will need to be monitored and refreshed where appropriate.
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• Assessing the working capacity of an employee

• Providing health or social care or the management of health or social care systems 
and services

n	 Processing is carried out in the course of legitimate activities with appropriate 
safeguards by a foundation, association or not-for-profit body with a political, 
philosophical, religious or trade union aim, where certain conditions are met

n	 Processing relates to personal data made public by the data subject

(iii) How long should you retain personal data?
Personal data should not be retained longer than necessary for the purpose for which it was 
collected. The GDPR does not specify retention periods for personal data. When considering 
retention periods, businesses should be guided by the following:

n	 Statutory retention periods

n	 Limitation periods

n	 Regulatory requirements 

n	 Individual business needs 

n	 Data protection principles

All retention periods should be evidence based and the period chosen cannot seek to cover 
all possible eventualities where personal data may be useful to the business.

Sample data protection retention schedule in relation to employee records

Categories of 
personal data

Retention period 

Documentation 
related to 
unsuccessful  
job applicants

There is no statutory retention period for personal data relating 
to unsuccessful job candidates. 

Individuals have a maximum of 12 months to refer a complaint 
to the Workplace Relations Commission under the Employment 
Equality Acts 1998–2015. Companies should, therefore, retain 
such documentation for at least 12 months in order to be able 
to defend any such claim to the WRC.

Contractual 
documentation

The Terms of Employment (Information) Act 1994–2012 
requires employers to retain a copy of the employee’s 
terms and conditions of employment for the duration of the 
employment and one year thereafter. 

The Statute of Limitations provides that a claim for breach 
of contract may be brought for up to six years from the 
date of breach. All contractual and related documentation 
should be retained for seven years from the termination of 
the employment contract to allow for claims which have been 
commenced towards the end of the limitation period and any 
delays with service of proceedings. Regard should be had 
for the data protection principles regarding personal data 
contained in such records.

Working time 
records

The Organisation of Working Time Act 1997 and related 
Regulations require employers to retain working time records 
for a minimum of three years from the date of creation.
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Section 2: How to implement GDPR / continued

Businesses may be subject to other regulatory requirements which may impact retention 
periods. 

Further information on data protection audits:

n	 The DPC has developed a ‘GDPR readiness checklist tool’ that can be tailored to:  
1) assist organisations in mapping the personal data they currently collect, store and 
use; and 2) identify gaps in their GDPR readiness: gdprandyou.ie/resources/.

Takeaway 

Businesses should:

n	 Conduct a data audit and document all the 
categories of personal data they hold

n	 Identify appropriate legal bases for the processing 
of each category of personal data and special 
categories of personal data

n	 Update or develop new consent notices that provide 
individuals with a clear yes or no option 

n	 Create a data retention policy that sets appropriate 
retention periods and documents the reason for 
holding the personal data for a specific time period

Categories of 
personal data

Retention period 

Employment  
permit records 

The Employment Permits Acts 2003–2014 require employers  
to retain employment permit records for five years or for the 
duration of employment.

Parental leave/  
force majeure  
leave records

The Parental Leave Acts 1998 and 2006 require employers to 
retain parental leave and force majeure records for eight years 
from the date of the leave.
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02Step 2. Embed 
data protection in 
your business DNA

Be accountable. Under GDPR, organisations have a general obligation to consider data 
protection safeguards as good business practice and in the planning of new business 
processes, products and services. This is known as data protection by default and design.

Action 4: Consider the need for data 
protection impact assessments
In respect of new business projects that undertake data processing that pose a high risk 
to individual’s data protection rights, businesses may need to carry out a data protection 
impact assessment (DPIA). 

The Article 29 Working Party has provided examples of projects which are likely to require  
a DPIA:

n	 Adoption of new technology e.g. the introduction of a new smart meter service  
by a utility

n	 Introduction of CCTV monitoring that involves systematic and large-scale monitoring of 
a publicly accessible area

n	 Large-scale processing of sensitive personal data, including biometric data

n	 Large-scale profiling of individuals e.g. a national credit rating or fraud database

The Article 29 Working Party has provided examples of projects that are unlikely to require a 
DPIA in certain circumstances, including:

n	 Online magazine using a mailing list to send a general information email to  
its subscribers

n	 E-commerce website displaying adverts involving limited profiling based on items 
viewed or purchased on its own website

An effective DPIA can identify and reduce data protection risks at an early stage of certain 
projects, reducing costs or reputational damage which might otherwise occur. 

DPIAs can also help in demonstrating an organisation’s accountability in respect of GDPR 
requirements.
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Case study: Considering a DPIA
A small wholesaler has suffered several minor security breaches in its building and 
is considering the introduction of a new CCTV system. It has engaged a CCTV 
supplier and has set aside a budget. However, before taking any further steps,  
it must consider whether it needs to carry out a DPIA.

Is a DPIA necessary?
The introduction of CCTV involves systematic monitoring of the business premises 
which faces on to the street and captures members of the public. As a result of this 
a DPIA is required. 

When must the DPIA take place?
A DPIA must be carried out “prior to the processing”. The wholesaler cannot 
proceed to introduce the CCTV system until it has carried out the DPIA. 

Who should carry out the DPIA?
The CCTV provider has offered to carry out the DPIA for the wholesaler. However, 
as the wholesaler is the controller of the personal data at issue, it will ultimately 
remain accountable for the task. The wholesaler, therefore, decides to carry out  
the DPIA itself. 

What will the DPIA entail?
The DPIA will contain the following elements:

n	 A description of the proposed CCTV operation, its purpose and the legitimate 
interest pursued

n	 An assessment of the necessity and proportionality of the introduction of 
CCTV in relation to its purpose

n	 An assessment of the risks to the rights and freedoms of data subjects

n	 The measures envisaged to address these risks, including safeguards and 
security measures to ensure protection of personal data

If, during the DPIA process, the wholesaler identifies risks that cannot be managed, 
and the risk posed by the CCTV operation remains high, the wholesaler must 
consult with the DPC before moving forward with the project. 

The wholesaler should also consult with employees and any other individuals 
impacted by the introduction of the CCTV operation during the DPIA process. 
The wholesaler should retain a record of the DPIA and update it as required. 

Section 2: How to implement GDPR / continued

Further guidance on DPIAs:

n	 European Article 29 Working Party: ec.europa.eu

n	 DPC: gdprandyou.ie 
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Takeaway 

Businesses should:

n	 Consider any upcoming projects which may require 
a DPIA to be undertaken

n	 Conduct a DPIA on new projects that pose a high 
risk to the data protection rights of individuals

n	 Consult with the DPC if required

Action 5: Keep records in certain 
circumstances
Whilst there are exemptions for record keeping for businesses with less than 250 employees. 
This guideline recommends that businesses should keep records of their data processing 
activities especially if they:  

n	 Are regular

n	 Are likely to result in a high risk to the rights of individuals

n	 Involve special categories of personal data or data related to criminal convictions

Records of an organisation’s data processing activities may include:

n	 Contact details for the organisation, its representative and DPO as appropriate

n	 The reasons for the data processing

n	 A description of the categories of data subjects and personal data involved

n	 Retention periods for the data

n	 Details of any data transfers to other organisations or countries, including 
documentation of transfer mechanism safeguards in place

n	 Description of the technical and organisational controls to safeguard the data

Further guidance on records:

n	 ICO: ico.org.uk/for-organisations/ 
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Action 6: Develop awareness of  
GDPR in your organisation
Employees should be trained and aware of GDPR requirements so that they can properly 
implement and comply with GDPR:

Elements of a data protection/GDPR training plan may include:

n	 Information on the data protection principles, rights and concepts under GDPR

n	 Why data protection matters to the organisation and its work

n	 Guidance on the GDPR governance framework within the business which details 
associated responsibilities and organisational/technical controls that prevent,  
minimise and manage risks to individuals’ data privacy rights. Specific areas  
may be highlighted, including:

• Embedding data protection in current and planned business activities

• How to conduct a DPIA as part of the organisation’s project management process

• Responding to data access requests within the required time limits

• Carrying out best practice in relation to data security and responding to data breaches

Section 2: How to implement GDPR / continued

Takeaway 

Businesses should:

n	 Ensure that all staff receive training on GDPR 
requirements in their work, including: rights, 
principles, the legal bases for data processing,  
data access requests, data security and  
responding to data breaches

n	 Keep signed records of GDPR training that has 
been undertaken by employees
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03Step 3. Protect the 
rights of individuals 
who give you their data

Action 7: Be transparent 
When first collecting personal data from individuals, GDPR requires businesses to provide 
information to the individuals, including:

n	 The identity of the business

n	 Contact details for the business and for the DPO, if applicable 

n	 The reasons for collecting the data

n	 The use(s) to which the data will be put

n	 To whom the data will be disclosed

n	 Whether the data will be transferred outside of the EEA and how it is protected

n	 The legal basis for the processing of the data

n	 The period for which the data will be stored, or the criteria to be used to determine 
retention periods

n	 Where the processing is based on the legitimate interests of the business, the 
legitimate interests concerned

n	 Where the processing is necessitated by a statutory or contractual requirement, the 
consequences for the individual of not providing the data

n	 Whether the data subject will be subject to automated decision making. Automated 
decision making occurs when decisions are taken solely by automated means 
involving no human intervention

n	 The rights of the individual under GDPR

Businesses may provide this information in a data protection/privacy notice. When 
preparing notices, businesses must set this information out in a clear, concise and  
easily accessible manner.

Further guidance on data privacy notices and automated decision making  
and profiling:

n	 ICO: ico.org.uk/for-organisations/ 

n	 European Article 29 Working Party: ec.europa.eu/newsroom 
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Action 8: Enable people to access their 
personal data
The GDPR provides that an individual can request access to their data free of charge and 
within one month of receipt of the request. 

This is a reduction on the 40-day period provided for by current data protection legislation. 
This one month period may be extended for up to two further months where necessary, 
taking into account the complexity and number of requests. 

Documents will have to be provided free of charge, unless the request is “manifestly 
unfounded or excessive”, in which case a reasonable fee may be charged. Guidance on 
the circumstances in which a fee may be charged, and the level of the fee which may be 
charged, is awaited.

Businesses will be obliged to provide further information to individuals making data access 
requests, including:

n	 The reasons for the processing of their data

n	 The categories of personal data involved

n	 To whom the personal data has been or will be disclosed

n	 Whether the data will be or has been transferred outside of the EEA

n	 The period that the data will be stored, or the criteria to be used to determine  
retention periods

n	 The right to make a complaint to the DPC

n	 The right to request a rectification or deletion of the personal data

n	 Whether the data has been subject to automated decision making

Takeaway 

Businesses should:

n	 Review their data privacy policies to ensure they are 
in line with GDPR

n	 Document consent received as well as request to 
withdraw consent or rectify data

Section 2: How to implement GDPR / continued

Action 9: Enable individuals to exercise 
their GDPR rights
GDPR contains enhanced rights for individuals. These include the right to:

n	 Receive certain information on the collection of personal data

n	 Access his/her personal data

n	 Rectify inaccurate personal data

n	 Be forgotten

n	 Restrict the processing of his/her data
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Takeaway 

Businesses should:

n	 Ensure that all staff recognise and act upon data 
access requests immediately

n	 Respond to data access requests within one month

n	 Transfer his/her data from one organisation to another (data portability)

n	 Object to direct marketing that uses his/her data

n	 Object to automated decision making or profiling

Businesses should ensure that they facilitate these rights through their data protection 
policies, procedures and activities.

Further guidance on individuals’ rights under GDPR and data portability:

n	 ICO: ico.org.uk/for-organisations/ 

n	 European Article 29 Working Party: ec.europa.eu/newsroom 

Action 10: Be secure 
GDPR requires businesses to implement appropriate technical and organisational controls to 
ensure data security, integrity and confidentiality is protected against potential breaches. An 
example of a data breach could be a cyber-attack that steals customer credit card details or 
if a laptop or mobile phone containing personal data is lost or stolen. 

Further information:

n	 Data Protection Commissioner guidance on data security measures:  
www.dataprotection.ie

n	 ICO guidance on data security: ico.org.uk/media/for-organisations

n	 European Article 29 Working Party guidance on data breaches may be found at:  
ec.europa.eu/newsroom

GDPR requires organisations to notify the DPC of a data security breach within 72 hours of 
becoming aware of the breach, unless the risk to rights and freedoms of data subjects is not 
significant. The notification must contain the following information:

n	 The nature of the data breach including, where possible, the categories and 
approximate number of individuals and personal data records concerned

n	 The name and contact details of the DPO or other contact within the organisation 

n	 The likely consequences of the breach

n	 The measures taken or proposed to address the breach, including measures to 
mitigate possible adverse effects 

Organisations that are late in reporting breaches must provide a reasoned justification  
for the delay.

If the data breach poses a risk to the data privacy of individuals, for instance if a high volume 
of credit card information has been breached, the business must also inform the individuals 
promptly. All communication to individuals must use clear and plain language.
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Case study: GDPR and data breaches
An Irish insurance company sells home, motor and income protection insurance 
products to the Irish and EU market. It has been in operation since 1979. It 
processes large volumes of personal data and special categories of personal data 
and has several contracts with outsource providers who conduct data processing 
activities on its behalf. 

The company has conducted due diligence with its outsource providers and 
it regularly conducts IT security checks on its own systems to ensure that the 
controls that are designed to protect confidentiality, guarantee availability and deliver 
integrity, are still operating effectively. 

In light of GDPR it has conducted a data audit and has documented the categories, 
types and locations of all data using a comprehensive data information system. The 
location of the data is spread across a number of geographical locations. Because 
of the level of personal information the company holds, the number of processors 
who are involved in handling the data and the wide geographical spread where the 
data is located, it has drawn up structured plans to deliver appropriate information 
security under the headings prevention, detection and responding to a data breach, 
ensuring that it is compliant with GDPR requirements.

In managing the risk of a data breach, the first actions the company considered 
were what to do to prevent or minimise the likelihood of a breach. A lack of effort 
in preventing a breach would reflect badly on the organisation later if it emerged 
that many basic prevention measures were lacking. In contrast, being able to 
demonstrate that best practice was implemented will go some way to minimising 
any reputational damage and a possible regulatory fine in the event of a breach.

The data breach prevention measures that were implemented were:

n	 A comprehensive data protection policy that outlines what the organisation 
will do to protect client data and what is expected of all employees

n	 Detailed procedures on how data should be handled/stored, including the 
limiting of access to those who need access to complete assigned tasks

n	 Appropriate data protection training for all employees who have reason to 
handle personal data

n	 A three-tier data classification system to ensure that all documents and 
records that contain personal information are clearly identified and appropriate 
handling measures applied

n	 Procedures to ensure that where data is shared with third-party service 
providers that all data in transit was encrypted

n	 Contracts with third-parties were reviewed and updated to include 
requirements that the service provider apply the same level of protection  
to the data as the company

continued over

Section 2: How to implement GDPR / continued

The case study used here has been provided by CalQRisk2 as an illustration of what 
businesses should prepare for and consider when reporting and managing a data breach.

2. You can learn more about CalQRisk and what they offer at: http://www.calqrisk.com/
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n	 A review of IT systems and operations was conducted to confirm that 
appropriate access control is in place, all known system vulnerabilities have 
been patched and anti-malware software is up-to-date

n	 The business conducts regular checks to verify that procedures are being 
followed and that good practice is always observed

Knowing quickly that a breach has occurred is important if the level of compromise 
or amount of data leaked out of the organisation is to be minimised. To ensure that 
the company has the earliest warning of a breach the following measures have been 
implemented:

n	 Network traffic is monitored to detect any unusual communications with 
external systems

n	 System activity logs are reviewed daily to check for any attempted access to 
restricted files and folders by unauthorised parties and/or outside of normal 
working hours

n	 All reports/complaints from customers that indicate a possible data breach are 
immediately escalated for investigation

n	 Reports in the media are monitored for any security events that are impacting 
the client base, comparing the specifics of the incidents with own experience 
and looking for any correlation

Should a data breach occur, despite the preventative measures taken, a response 
plan has been drawn up that entails the following:

n	 A list of people along with their roles, will form the incident response team 

n	 Contact details for all individuals that might need to be involved/contacted. 
The following have been identified as key experts who may need to be 
“brought in”:

• Forensic IT expert

• Legal counsel with data protection expertise

• PR communications consultant with media handling expertise

n	 Guidance on how to assess the scope of breach and the level of compromise

n	 Guidance on measures to implement to minimise data loss

n	 Forms to record actions taken, including times, to support later 
communications

n	 How to communicate with the DPC within the 72-hour timeframe

n	 A communications plan that addresses responses to the media

n	 A communications plan to deal with data subjects in general and specifically 
for those classified as at high risk in the event of a data breach

n	 A contingency plan for a dedicated customer service hotline in the event of a 
significant breach

n	 Guidance on how to respond in the event of claims for material and non-
material damages

The combination of the prevention, detection and response measures will ensure 
that the organisation is well informed and prepared to deal with any level of data 
breach quickly and effectively.
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Section 2: How to implement GDPR / continued

Takeaway 

Businesses should:

n	 Ensure their IT and web systems securely hold  
and protect personal data. Additional IT security 
should be put in place for special categories of 
personal data

n	 Create a data breach contingency plan and conduct 
dummy tests to ensure it is fit for purpose in the 
event of a data breach

n	 Report breaches to the DPC and notify individuals  
in the event of a serious data breach that could 
impact them 
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04Step 4. Verify and 
continually improve 
your GDPR response

Action 11: Verify that your GDPR 
implementation is working 
GDPR requires businesses to demonstrate accountability and transparency to internal and 
external stakeholders on an ongoing basis.

The introduction of new technologies, new work practices or the development of new 
business products and services may impact a business’s data processing activities. It is 
therefore important that businesses regularly review their data processing activities, assess 
potential data privacy risks and verify the effectiveness of their data protection controls to 
ensure ongoing compliance with GDPR.

Action 12: Keep abreast of developments
The Article 29 Working Party has promised to publish further guidance on how best to 
ensure compliance with GDPR.

The adoption of a new EU ePrivacy Regulation in relation to direct marketing is expected to 
impose further requirements on businesses on safeguarding data privacy.

Businesses should, therefore, continue to monitor developments and guidance in this area 
as they prepare for May 2018. In particular, businesses may wish to visit the websites of the 
DPAs (DPC, the ICO and the European Article 29 Working Party) who are producing guidance 
to help your awareness and understanding of data protection and the upcoming GDPR.

SFA members will continue to receive regular updates on GDPR through the SFA e-zine, 
magazine, events and training. Members can also participate in our bi-monthly discussion 
group where companies can share concerns and ideas for the ongoing implementation  
of GDPR. For more information contact Helen Quinn, SFA Executive, on 01 605 1668  
or helen.quinn@sfa.ie. 
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n	 Do you collect, store and use the personal data of individuals  
e.g. customers and employees? 

n	 Do you outsource the collection, storage and/or use of personal data? 

n	 Do your outsourcing agreements safeguard data protection?

n	 Do you have an up-to-date inventory of the personal data you collect, store and use?

n	 Do you know the potential risks to individuals’ data privacy rights posed by your 
collection, storage and use of their data?

n	 Have you taken appropriate technical or organisational measures to safeguard  
personal data, including:

• Review and maintenance of the accuracy of personal data held

• Physical and technical data security measures e.g. restricted access to information 
and encryption of information

• Do you limit:
– Data requirements to what is necessary to data processing purposes?
– Data processing to specific and legitimate purposes?
– Data storage to no longer than required for data processing or statutory purposes?

n	 Do you consider data protection in current and planned business activities  
e.g. new business processes, products and services?

n	 Do you keep records of data processing?

n	 Have you conducted GDPR awareness and training across your organisation?

n	 Are you transparent in communicating GDPR rights to individuals?

n	 Do you have measures (data protection policy and procedures) in place that enable 
people to access their personal data and exercise their rights?

n	 Do you have measures in place to notify the DPC and affected individuals of data 
security breaches that pose a high risk to data privacy rights?

Quick checklist

Section 2: How to implement GDPR / continued

Mind your business: Prepare for GDPR22



The Small Firms Association 
is the trusted partner of  
small business in Ireland.  
Our mission is to deliver 
business-focused advice 
and insights to member 
companies, influence 
government policy to the 
benefit of small businesses 
and connect our members  
in a thriving community.

SFA and Ibec produced the guidance in this publication. We would like to thank  
Erik O’Donovan and Nichola Harkin of the Ibec GDPR taskforce for their invaluable 
guidance and assistance.

Our thanks goes to CalQRisk for their piece on data breaches.

Further information
Small Firms Association
http://www.sfa.ie

Ibec’s digital economy policy committee and GDPR taskforce
www.ibec.ie/digitaleconomy

© Copyright SFA/Ibec, 2018

About us

23Practical tips for small businesses



Notes
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Join the conversation. @SFA_Irl 

www.linkedin.com/company/
small-firms-association

 www.sfa.ie/advice

Small Firms Association 
84/86 Lower Baggot Street, Dublin 2 

T: +353 (0)1 605 1668

E: helen.quinn@sfa.ie 
w: www.sfa.ie/advice


